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Security at ARIN .
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1. Information/Computer/Cyber/Data Security, Information
Assurance...
 For this discussion, they're all the same.

2. ARIN made security a priority in 2023.
« Third-party audits and penetration testing.
 Security control reviews and enhancements.

3. Having dedicated security staff reduces risk.
 Information Security Manager — welcome Anthony Clark!

Security at ARIN is not new, it's in our DNA.



Security Update o

Focusing on basics to enhance security
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Implemented quarterly vulnerability scans

Required two-factor authentication across internal and
external systems

Annual security audit (penetration test)

ncident response, continuity, and recovery exercises
Review and improve controls, policies, & procedures
nfoSec Training and Phishing Awareness Program




Compliance Initiatives
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SOC 2 Update

Scope & Readiness Type 1 Continuous Type 2
Plan Assessment Report MOﬂItOI’Ing Report

Scope: Organizationa
Key Infrastructure (RP
Type | Audit: Final re

security & Resource Public
<I)

oort received December 2022

Type Il Audit: Ran December 2022 to September 2023,
report expected by 31 October



PCI DSS Update

Penetration Quarterly Security
Testing Scanning Questionnaire

» Scope: Organizational security & ARIN Online

» Penetration test results completed in August

* |ncreased to quarterly vulnerability scanning in 2023
* Questionnaire completed in 2023



Roadmap
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ARIN Online - SOC 2
ARIN Online - PCI DSS
RPKI - SOC 2

2022 2023 2024 2025

Current Roadmap

« RPKI-SOC 2 Type | (2022) Type Il (2023)
 ARIN Online - PCI DSS (2023)
* ARIN Online - SOC 2 Type |l (as early as 2025)

e Other Services - SOC 2 Type Il (as early as 2026)

Other Services
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Community Communication

As we implement
enhancements, we'll update
ARIN's security page...

And we will continue
announcing important
milestones through the ARIN
Blog and website/mailing lists
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Information Security at ARIN
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® - Questions or Comments?



