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What is an IPvé Tunnel?

* |IPvé encapsulated in another protocol
— Usually IPv4 but other protocols work too

« Common implementations
— 6in4 (RFC3056)
— Protocol 41 (RFC2893 & RFC1933)
— Anything in Anything (AYIYA) (http://www .sixxs.net/tools/ayiya)

IPvé in IPv4 Tunnel

Tunnel End Tunnel End
Point Point
(router or host) (router or host)
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What is a Tunnel Broker?

« A provider of IPvé tunneling services
» At least 12 public tunnel brokers

» Use various provisioning techniques
— Static
— Dynamic (via helpers)

 Some provide /48s, reverse DNS, BGP
 Most are FREE

ARIN XXIll SEN ANTONID




List of
Tunnel Brokers

Now @

Internode
IIJ @aarnet
Provider Website Region
Hurricane Electric http://www.tunnellbroker.net US (Global)
SixX$ hitp://www.sixxs.net Europe (Global)
Goé (Hexago) hitp://www.goé.net Canada (Global)
InJ hitp://www.iij.ad.jp/en/service/IPvé/ Japan
index.htm|
IPvéNow http://www.ipvénow.com.au/ Australia
Renater http://tunnel-broker.renater.fr/ France
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Setting up a Tunnel with Goé
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Why Goé?

» Easy to setup client for many Oses
« Supports clients behind NATs
* Provides /48 networks

« Support forum
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3 Easy Steps

1. Create Account
2. Download and Install Software

3. Run Software
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Create an Account

©) go6 | IPv6 community - Mozilla Firefox

File Edit View History Bookmarks Tools Help
@ - c {aY \ . http:ffwww.go6.netf B T:? v ' ] / 4
(8] Most visited P Getting Started 51| Latest Headlines
€ Mozilla Firefox is free and open software from the non-profit Mozilla Foundation. 8
o]
Home | Services | Applications | Discussion Forums | IPv6 Knowledge Center | News & Events | About
. Free IPv6 connectivity
You are using IPvE from 2001:500:4:15: 1cee:87ba:1bfa:e218 w Freenetb
The IPv6 Blog Top 6 IPv6 Applications
Join go6 to get free
IPv6... a case of confirmation bias 1. f r IPv6 access, receive the IPY6
2. b .
Is the glass half full or half empty? The human 3.0 ::wfibulletlndalr;dgn '?ESt U]
reflex of selective deafness to information or 4. = TOrLm ar B WKL
arguments  countering one’s established 5.
believes lives on. The ISOC organized lunchtime 6.
IPv6 panel (1) at IETF 74 in San Francisco Learn more a
illustrates the point. The half full perception is o o
exemplified by one write-up (2) on the event, the H Ex ’
half-empty [...] IPv6 Events
Posted on 30 March 2009 | 11:18 pm Global IPv6 Summit - China - 3/31/2009 n
Hexago is the IPv6 market
The IPv6 killer app, saving the Internet Thu.a“ meetirjg will be held April 15 - 16, 2009 in leader. Its flagship product,
) o ) Beijing, China Gateway6, provides the
The IPv6 killer application has finally been found, Learn more Freeneté services offered on
making sure Internet continues to run. The go6. Gateway6 is an IP
general CONsensus at Google’s IPvE ) gateway that provides access
implementars conference was that the reason to ~ ROCKy Mountain IPv6 Task Force - 3/24/2009 and interoperability between
deploy IPv6 is to ensure business continuity for The meeting will be held April 21-22 2009, at the IPv4 and IPv6 networks.
your Internet services. The survival of the  yniyersity of Denver, Sturm Hall, Davis Auditarium Visit Hexago
Internet is the killer app of IPv6 as one of the Learn more N
participants put [...] o o
Posted on 23 March 2009 | 7:13 pm What‘s New?
. L The IPv6
IPv6... floating on the ethernet IPv6 Application Contest 2009 - 4/3/2009 Forum 3
Done
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Create an Account

(]
 Enter Your Information [z = = e ww
@ - c {ay 1 . http:{fwww.goé.net/4105/register. asp B \;.T M M /‘“‘
|.8] Most Visited ’ Getting Started |5\ | Latest Headlines
° ° Soare Login Register s
* Required Fields: o
°
N G m e Home | Services = Applications ' Discussion Forums | IPv6 Knowledge Center = News & Events . About
. Free IPv6 connectivity
- U S e rn O r Y ] e You are using IPv4 from 192.136.136.56 with Freenets
&
E-mail
Join the go6 community!
By joining the go6 community you can obtain free IPv6 access through Freenet6, participate in
go6 discussion forums, post your contributions on the go6 wiki-style knowledge center, and
- G SSWO r subscribe to the free go6 IPv6 News Bulletin.
You can register now, just by completing and submitting the form below:
First Name: Last Name:
Y t ticall
o U q re q U o m q IC q y Desired Userid: Email Address:
° I °
S I g n e I n o n C e yo U Password: Confirm Password:
bmit the f
submi e 1orm company tame:
Street:
City: Country:
v
Done
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Download Goé Client

06 | Downloads - Mozilla Firefox

le Edit View History Bookmarks Tools Help
@ v c {aY 1 - http:{fwww.go6.net/4105/download. asp LB 7 - | Google )\'
[8] Most visited P Getting Started 5| Latest Headlines
b
Home « Services | Applications | Discussion Forums | IPv6 Knowledge Center | News & Events = About
Applications | Support | Downloads | Contributing
i Free IPv6 connectivity
You are using IPv6 from 2001:500:4:15: 1lcee:87ba: 1bfa:e218 ) Freenetb
Applications Download
Download Binaries and Source Packages.
Please be advised that the porting of the Gateway6 Client to OpenWRT is a proof-of-concept project
which is not supported by Hexago and go6.net. Thank you.
Gateway6 Client
ULITLILLL Bl Gateway6 Client 6.0 Windows Installer 32-bit =
Gateway6 Client 6.0 Windows Installer 64-bit
Gateway6 5.1 Source Code (Linux/Unix/Darwin/BsD)
Gateway6 6.0 Source Code (Linux/Unix/Darwin/BsD)
Gatewayt Client 6.0 Platform Specific Build - Darwin, PowerPC
Gatewayt Client 6.0 Platform Specific Build - FreeBSD
Gateway6 Client 6.0 Platform Specific Build - Linux
Gateway6 Client 6.0 Platform Specific Build - NetBSD
v
< >
Done
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Install Goé Clien

Do you want to run this file?

5 Gateway6 Client Version 6.0-R SE x86 Setup

|[ License Agreement

Please review the license terms before installing Gateway6 Client
Version 6.0-RELEASE x86.

Choose Components

Choose which features of Gateway6 Client Yersion 6.0-RELEASE
x86 you want to install.

Check the f
install, Clicl .
Choose Install Location

Choose the folder in which to install Gateway6 Client VYersion H EX [
tala]  Selectcomy|  6-0RELEASE x86.
If you a ;
ag}r’eeme Setup will
a differel

Hardware Installation

The software you are installing for this hardware:

l.}

Space requ

Hexago Virtual Multi-Tunnel Adapter

Destinal

has not passed Windows Logo testing to verify its compatibility
with Windows XP. (Tell me why this testing is important. )

Space red
Space av. Continuing your installation of this software may impair
or destabilize the correct operation of your system
either inmediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

[ Continue Anyway ] @TUPInstallation |
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® Gateway6 Client Version 6.0-RELEASE xB6 Setup =]

Completing the Gateway6 Client
Version 6.0-RELEASE x86 Setup

Gateway6 Client Version 6.0-RELEASE x86 has been installed
on your computer,

Click Finish ta close this wizard.

Launch the Gateway6 Client Utility

Show README

Visit the Goé site for the latest news, FAQs and support
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Run the Goé Client

Works out of the box if:
- You have public IP address
- No Filters / Firewalls

Notice that:

- Configured for anonymous

AaccCcess

- Defaults to starting on boot

GO Gatewayb Client Utility

Basic ‘Advanced | Status | Log

Connect to the Gateway6 Server

Advanced tab.

Depending on your environment, you will connect to the Hexago Gateway6 either
anonymously or with authentication credentials. More aptions are available in the

Gateway6 Address: anonymous.freenetb.net

(& Connect Anonymously
(O Connect Using the Following Credentials

|

|

Launch the Gateway® Client service at system startup

[ Restore Default Values... ] Connec t

o)
<p
&)

‘ _
p=r=— \

Check for update
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Run the Goé Client

—
GO Gatewayb Client Utility [;] = @ GO Gateway6 Client Ut.ﬁy
Basic ‘Advanced | Status | Log | | Basic | A(Ivanced| Status ‘ log |
Connect to the Gateway6 Server Connection Status
Depending on your environment, you will connect to the Hexago Gatewayb either Tunnel Information
anonymously or with authentication credentials. More options are available in the Nt T veiions Adagten Built-In IPvé-in-IPvA Tunneling Device
Advanced tab.
Tunnel Mode: IPvé-in-IPvd Tunnel (Native)
Gateway6 Address: ananymous freenetf.net Local Endpoint Addresses: 192.136.136.56
2001:05¢0:1000:0002:3000:0000:¢085:3538
Remote Endpoint Addresses: 64.86.88.117
8 E°""“‘ﬁ"_°"":°:"lf e Credenti - 2001:05¢0:1000:000:8000:000 1:c038:3835
onnect Using the Following Credentials 3
2 g \l/ Connected to the Gatewayb X Gateway6 Address: anon-montreal freenetb.net
User Name .
| | Address: anon-montreal.freenet6.net Delegatedbie: {nane)
Passward | ‘ Tunnel type: IPv6-in-IPv4 Tunnel (Native) Delegated User Domain: {none)
Tunnel Status: Connected
Launch the Gateway® Client service at system startup Tunnel Duration: s
Last Error: (none)
Activity
Sent — % ~  Received
Restore Default Values... Disconnect Packets: Unavailable | Unavailable

)
»

a—5—Q i@

)
&

Check for update Apy Check for update Aon
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Run the Goé Client

cv Command Prompt

From Commqnd Tunnel adapter Automatic Tunneling Pseudo—-Interface:

to Connection—specific DNS Suffix . : arin.net.
promp ° IP Address. . = = = = = : feB@::5efe:192.136.136.56%2
Default Gateuay H

C:\Documents and Settings\ryanczak>ipconfig

- Tunnel OdOpTer Windows IP Configuration

|ISTed Ethernet adapter Local Area Connection 3:
Media State . . . . . . . . . . . Media disconnected
_ Vglid globql |PV6 Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix arin.net.
IP Address. . . . . . . . . . 192.136.136.56
Oddress Subnet Mask . . . . . . . 255.255.255.128

IP Address. . . . - - - - . . fe80::a00:27ff :fel6:73£3%5
Default Gateuay - e e e . 192.136.136.1

Tunnel adapter hexago_tunvb: ﬁ

Connection—specific DNS Suffix . ,: arin.net.

IP Address. . . . . . . . 2001 :5cB:1000:a:8000:0:cB88:8838
IP Address. . - e e e . fe80::11:cH88:8838x17

Default Gateuay - e e e HH

Tunnel adapter Teredo Tunneling Pseudo—Interface:
Connection—specific DNS Suffix .
IP Address. . = = = = = feBO::ffff-ffff:fffdx6
Default Gateuay

Tunnel adapter Automatic Tunneling Pseudo—-Interface:
Connection—specific DNS Suffix . arin.net

IP Address. . - e e e . - fe8@::5efe:192.136.136.56%2
Default Gateuay B H

C:\Documents and Settings\r
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Troubleshooting

- Enable verbose logging * Visit Forums:
- Open log window http://forum.goé.net/

GO Gateway6 Client Utility ] @ Gateway6 Client ty @
| Basic_| Advanced | Status | Log | Gateway6 ClientLog
Log Options Use this window to consult the Gateway® Client log file. The amount of information presented here depends on
Logging to file is not required for normal operation. However, you may choose to enable the log level selected in the Log tab.
logging when troubleshooting the connection to the Hexago Gateway®6. Lén UL U USLLY PLEVLIUUS ACCHALLIVE LUPLCUCULALLIULL LUL wiluuws Ar. V-
12:07:23 Executing interface configuration script: "C:\Program =
i ) Files‘\Hexago\Gateway6 Client)template\windows.cmnd”.
Enable Logging to File 12:07:24 Interface configuration script completed successfully.
Logging Level: IVerbose v‘ 12:07:24 General timeout detected.
12:07:24 Disconnected. Retrying.
Log File Name: |gw6c,|og ‘ 12:97:24 Establishing connection to Gateway6f anon-montreal.freenet6.net using
reliable UDP.
Log File Rotation Size: Iu Kilobytes v‘ 12:07:24 Authent,lcat,:.t?n §uccessful.
12:07:24 Tunnel negotiation successful. Accepted offer.
12:07:24 Executing interface configuration script: "C:\Program
Files\Hexago\Gateway6 Client\templatejwindows.cmd”.
12:07:32 Interface configuration script completed successfully.
12:07:32 The host type is 'host'.
12:07:32 The tunnel type is vevd.
12:07:32 Your IPv6 address is 2001:05c0:1000:000a:5000:0000:c0385:8838.
12:07:32 Using previous keepalive implementation for Windows XP.
12:08:09 Executing interface configuration script: "C:\Program
Files\Hexago\Gateway6 Client)\templatejwindows.cmd”.
12:08:10 Interface configuration script completed successfully.
12:08:10 General timeout detected.
12:08:10 Disconnected. Retrying.
12:08:10 Establishing connection to Gateway6 anon-montreal.freenetf.net using
reliable UDP.
12:08:10 Authentication successful.
About the Gateway6 Client Utility... 12:08:10 Tunnel negotiation successful. Accepted offer.
12:08:10 Executing interface configuration script: "C:\Program
a Files\Hexago\Gatewayt Client)template\windows.cmnd”.
’E.' Q 12:08:18 Interface configuration script completed successfully.
\ 12:08:18 The host type is 'host'.
12:08:18 The tunnel type is wvoevd.
12:08:18 Your IPv6 address is 2001:05c0:1000:000a:3000:0000:c0385:8838.
12:08:18 Using prewvious keepalive implementation for Windows XP. (- |
v
Check for update Highlight the following text: | [ Refresh I [ Close ]
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Troubleshooting

G0 Gateway6 Client Utility

Advanced Tab [ b s 1

Advanced Settings

Tunnel Mode: ’IPVG-in-IPv-l Tunnel v ‘

Tunnel Authentication Method: \Anonymous V‘

* Tunnel Modes | |

(® Connect to Best Gateway6

- N AT TrG Ve rS O | (O Connect to Preferred Gatewayé:

(® Obtain Source IP Address Automatically
O Specify Source IP Address: ’ ‘

« Keep Alive Functionality | oo

Keepalive Message Interval: ’30 ‘
= | n Crease InTerVOl Enable Auto-Reconnect -
Auto-Reconnect Delay: ’30 ‘

[[] Enable Routing Advertisements

«)
sp
5)

— -
a3
— -

Check for update
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Now What?

o http://www.arin.net

e http://www.kame.nef

o Nitp://www.sixxs.net/misc/coolstuff

« hitp://ipvé.google.com

e news://reader.ipvé.xsnews.nl

e telnet://towel.blinkenlights.nl

¢ telnet://mud.fataldimensions.org:4000
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Thank Youl!
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