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—The use of technology within' t
Cyber Division to solve Federa
violations
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FBI Prioriti

Protect the US from terrorist at

Protect the US against foreign ] JteJJ]genca
operations and espionage

Protect the US'against ¢ /oap pasedaiiae
and high-technology crim

Combat public corruptionratalliley AIJ

Protect civil rights

Combat transnational’ and natienallcrimimnal GraanZzatois
and enterprises

Combat major; white-collarcrime:
Combat significant vielent:crime:
Support federal; state; locallandinternatonalPartiers

Upgrade technology/to successiullypEOITIIENSSS
mission
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g
2ct the US agal

- C#_Jer Squads active In all 56 FElfTield
offices



= Criminal cyber threats

— Intrusions

— Intellectuall Property’Rights

— Child pornography

— Internet Fraudiandidentity/ theft(PRISHinyFsai)
— Other computerbased or computeriacilitated

criminal activity

= Threats from terrorist organizatensito

computer netwerks and architecture




Cyber Division
Two Different Approaches

= Traditional = Non:Traditional
‘E’ Crime that has ACtvity thatiwas
migrated to the NOL & CONCENN Prar;
Internet (0 the Waorla Wiae

\Wen and the
nternet



— Phishing;, spam

— Terrorism

— Fraud

— Slave trade

— Theft of Intellectual Property(IPR)
— Stalking

— Sale ofidrugs or'other contraband




Cyber - Non-Trac

= Computer Intrusion Investigations
B — Distributed Denial of'Senvice (JJJJ) ALLECKS
o — Malicious code (VIruses, Woriis; iejans)
— Botnets and Pharming

=Cyber Terrerism



= The FBI uses mar Jy of the SaME PUbIICly
[0 Iaenuiy; moniuer;
1€ CliMINAISIE

— DNS

— VOIP

— Email; Instant Messenger; & 1REC
— Encryption

— Google

— And many: others






WHOIS

e |P and domain hame WHOIS
information is an integral tool for-all






5 ICANN Luxembou

accurate WHOIS




.« nternational Associationioi
*\} Chiefs of Police

regulation, business Amy, d;l,_u mmmg
prevention efforts before removing teresticung
access to this informatior

= www.theiacp.org/resolutions/2005ReselUiteRSHul;



Robert Flaim
1-571-223-3338
rflaim@fbi.gov
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