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Why Support Law Enforcement & Public Safety?

» Support ARIN’s mission of helping the
Internet function in an open, stable, and

.Collabo!‘atlon aI:ld S e
information sharing * Provide relevant information and tools that
between ARIN, can help support law enforcement in their
law enforcement, investigations
and trust communities » Contribute to resolving fraud, abuse, and
can: other cybersecurity-related incidents

 Promote the multistakeholder approach to
Internet governance



How Do We Engage?

Outreach &
Education

Collaboration

Participation

Information
Sharing

Cooperation

Facilitation




Stakeholder Communities

Law Enforcement
& Public Safety

Intergovernmental
Organizations

Industry Cybersecurity

FBI
DHS

Royal Canadian
Mounted Police

Interpol
Europol

Federal Trade
Commission

Canadian Radio &
Telecommunications
Commission

UN

Internet Governance
Forum

Council of Europe

Caribbean
Telecommunications
Union

RIRs

NRO Public Safety
Coordination Group

ICANN

Messaging,
Malware, Mobile
Anti-abuse Working
Group

NANOG

DNS Research
Federation

Global Forum on
Cyber Expertise

National Cyber
Forensics and
Training Alliance

Global Cyber
Alliance

Canadian Cyber
Security Centre




Ongoing Work
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Law Enforcement Support

Outreach and education
Capacity building
Information sharing
Referrals

Policy proposal guidance

Whois assistance
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M3AAWG Participation

e Co-Chair, Names and
Numbers Committee

 Participate in Public Policy
Committee

» New topics introduced to
M3AAWG include:

* About the NRO

* RIPE Labs & ripestat
* RPKI Fundamentals
* |IPv6 status

* IPv4 leasing & Whois
attribution (future)
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ICANN Engagement

Ongoing joint LEA outreach
and capacity building

Law enforcement training
workshops at ICANN
meetings

"How it Works” training
sessions at ICANN meetings
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Monitoring for Potential Impact

Geopolitical legislative &
regulatory activity that
could impact the ARIN

community

« US National Cybersecurity Strategy

« UK consultation on Review of the Computer Misuse Act 1990

RIPE NCC's Database
Task Force
Recommendations

« What potential changes might be made to Whois
requirements?

UN Open-Ended

Working GrOUP, /Yo Mg [oYeM . Global cooperation amongst member states on establishin
Committee on Cyber cyberspace rules

Crime Convention



https://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-harris-administration-announces-national-cybersecurity-strategy/
https://www.gov.uk/government/consultations/review-of-the-computer-misuse-act-1990
https://www.ripe.net/participate/ripe/tf/rdb-requirements-tf
https://www.ripe.net/participate/ripe/tf/rdb-requirements-tf
https://dig.watch/processes/un-gge
https://dig.watch/processes/un-gge

“Intensive and open collaboration of independent
experts coming from industry, academia and
specialized organizations would help by producing
balanced regulations amenable to both industry and
government.”




Thank You



