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Agenda
•What & why is AS112? 

•Project motivations and goals 

•New site examples 

•AS112 Instance Survey with RIPE Atlas



DNS in 90 Seconds

example.com?

Ask gtld-servers.net

example.com?

Ask ns1.example.com

root-servers.net

gtld-servers.net

Example ISP

example.com?
192.0.2.1

Local Recursive Server



DNS in 90 Seconds
192.0.2.1?

Ask in-addr-servers.arpa

192.0.2.1?

Ask ARIN

root-servers.net

in-addr-servers.arpa

ARIN

192.0.2.1?
www.example.com

Local Recursive Server

Example ISP

192.0.2.1?

Ask Example ISP



Why is AS112?
• 1996: RFC 1918 delegates three address 

blocks as “private” address space 

•DNS queries for these blocks continue to 
pollute the Internet

https://www.rfc-editor.org/rfc/rfc1918


RFC 1918 Queries Before

10.0.0.1?

NXDOMAIN

root-servers.net

Local Recursive Server



RFC 1918 Queries After

10.0.0.1?

Ask in-addr-servers.arpa

10.0.0.1?

Ask blackhole-1.iana.org

root-servers.net

in-addr-servers.arpa

AS112
10.0.0.1?

NXDOMAIN

Local Recursive Server



AS112AS112AS112AS112AS112

Stupid Pet Tricks
Routing^

AS112
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What is AS112?
•Loosely coordinated, community operated, 

Anycasted, “autonomous” system 

•Acts as a sink for DNS queries that should 
never hit the public Internet 

•RFC 1918 blocks, RFC 6890 link-local, 
empty.as112.arpa



Project Motivation
•Excellent example of 1995 web design 

•Poorly organized, difficult to find 
information 

•Difficult to manage operator listing







Operator Listing
• Hand-edited HTML 

table, not machine 
readable 

•Missing information 

• No garbage 
collection



Operator Listing
• No distinction 

between globally 
reachable and IXP 
instances 

• No consideration 
for operators with 
multiple instances



New Listing
•Global instances stored as structured data 

(YAML) 

•Set up to handle multiple instances per 
operator 

• IXP instances pulled from PeeringDB using 
their API



Organizing the Listing
•RIPE Atlas 

measurement 
from 6094 
probes



Organizing the Listing
•List of unique responses from Atlas 

•Compare against old listing and PeeringDB 
entries 

•Build new structured listing by hand 

•Future entries added by moderated 
submission form




